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PURPOSE: To inform Health Information Management (HIM), Information Technology (IT),
Clinical, Performance Improvement (Pl) and Utilization Review (UR) staff that in order to
protect the patient’s rights to privacy, Protected Health Information (PHI), which is used or
disclosed for research purposes or health care operations (such as quality assurance reviews) is
either de-identified or provided in a limited data set.

SCOPE: HIM, IT, Pl and UR staff
POLICY:

It is the policy of Whiting Forensic Hospital (WFH) that in order to protect the patient’s rights to
privacy, Protected Health Information (PHI) shall be de-identified. If de-identification is not
practical, WFH may then use a Limited Data Set in the performance of research or health care
operations (such as quality assurance reviews).

Definitions:

1. Disclosure: The release, transfer, provision of access to, or the divulging in any other
manner of information outside the agency holding the information.

2. Individually ldentifiable Health Information: Information that is a subset of health
information, including demographic information collected from an individual, and that: (1) is
created or received by a health care provider, health plan, employer, or health care
clearinghouse; and (2) relates to the past, present, or future physical or mental health or




5.

condition of an individual, the provision of health care to an individual, or the past, present,
or future payment for the provision of health care to an individual, and (3) which identifies
the individual, or (4) with respect to which there is a reasonable basis to believe that the
information can be used to identify the individual. Note: Individually identifiable health
information is to be treated as protected health information.

Protected Health Information (PHI): Individually identifiable information relating to past,
present or future physical or mental health or condition of an individual, provision of health
care to an individual, or the past, present or future payment for health care provided to an
individual.

Treatment, Payment, and Health Care Operations (TPO): Includes all the following:

A. Treatment — The provision, coordination, or management of health care and related
services, consultation between providers relating to an individual, or referral of an
individual to another provider for health care.

B. Payment — Activities undertaken to obtain or provide reimbursement for health care,
including determinations of eligibility or coverage, billing, collections activities, medical
necessity determinations and utilization review.

C. Health Care Operations — Includes functions such as quality assessment and improvement
activities, reviewing competence or qualifications of health care professionals,
conducting or arranging for medical review, legal services and auditing functions,
business planning and development, and general business and administrative activities.

Use: With respect to individually identifiable health information, the sharing, employment,
application, utilization, examination, or analysis of such information within an entity that
maintains such information.

PROCEDURE:

1.

When utilizing patient records (electronic or physical) for review of health care operations
(such as quality assurance reviews) or research, Whiting Forensic Hospital (WFH) staff
attempts to use de-identified information where possible. If this is not practical, then staff
may use a Limited Data Set (LDS).

If a LDS is used, staff may not use the following PHI within the LDS:

A. names;

postal address information, other than town or city, state, and zip code;
telephone number;

fax numbers;

electronic mail addresses;

social security numbers;
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medical record numbers;



H. health plan beneficiary numbers;

account numbers;
certificate and/or license numbers;
vehicle identifiers and serial numbers, including license plate numbers;
device identifiers and serial numbers;
. Web Universal Resource Locators (URL’s);
Internet Protocol (IP) address numbers;
biometric identifiers, including finger and voice prints; or
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full face photographic images and comparable images.

If a LDS cannot be used for a research project, the project itself needs to be approved by,
and performed under, the DMHAS Institutional Review Board. (See Operational Procedure
9.26 Use and Disclosure of Protected Health Information for Research).

If a LDS cannot be used for a review of health care operations, then authorized staff may
use the full patient record (electronic or physical), but solely for the purpose of the review.



